CHAPTR - 1

Data Communication

Data communication is the transfer of data from one device to another via some form of transmission medium. A data communications system must transmit data to the correct destination in an accurate and timely manner.
There was a time when the term "data" referred exclusively to computer text information. Today, the definition of data has expanded to include any piece of communication that can be expressed in the bits and bytes of the digital world. This can range from text to graphics; from voice to music; and from simple emails to sophisticated web content.

The rapid growth of the Internet has enhanced the role of data communications in modern life. Computer networks are the conduits and floodgates for this ocean of information, which is now being used to spur technologies, such as mobile computing, wireless communications, high-speed broadband, instant messaging, personal digital assistants and other innovations. An entire generation of hardware—including hubs, bridges, switches and routers—was developed to support this modernization. At the same time, protocols and standards are being developed and refined so that these new information appliances share a common "language" in order to work effectively together. 

Components of Data Communication

The five components that make up a data communications system are the transmitter, receiver, medium, message and protocol.
The transmitter sends the message and the receiver receives the message. The medium is the channel over which the message is sent and the protocol is the set of rules that guides how the data is transmitted from encoding to decoding. The message of course is central to all the other components. The message is the data that is being communicated.
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Characteristics of Data Communication

The effectiveness of data communication system depends on four fundamental characteristics:
1. Delivery: the system must deliver data to correct destination. Data must be received by the intended device or user.
2. Accuracy: The system must deliver the data accurately. Data that have been altered in transmission and left uncorrected are unusable.
3. Timeliness: the system must deliver data in a timely manner. Data delivered late are useless.
4. Jitter: jitter refers to the variation in the packet arrival time. It is the uneven delay in the delivery of packets.
Communications Channels /Communication Mode
A communications channel is a pathway over which information can be conveyed. It may be defined by a physical wire that connects communicating devices, or by a radio, laser, or other radiated energy source that has no obvious physical presence. Information sent through a communications channel has a source from which the information originates, and a destination to which the information is delivered. Although information originates from a single source, there may be more than one destination, depending upon how many receive stations are linked to the channel and how much energy the transmitted signal possesses.

Any communications channel has a direction associated with it:
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The message source is the transmitter, and the destination is the receiver. A channel whose direction of transmission is unchanging is referred to as a simplex channel. For example, a radio station is a simplex channel because it always transmits the signal to its listeners and never allows them to transmit back.

A half-duplex channel is a single physical channel in which the direction may be reversed. Messages may flow in two directions, but never at the same time, in a half-duplex system. In a telephone call, one party speaks while the other listens. After a pause, the other party speaks and the first party listens. Speaking simultaneously results in garbled sound that cannot be understood.
A full-duplex channel allows simultaneous message exchange in both directions. It really consists of two simplex channels, a forward channel and a reverse channel, linking the same points. The transmission rate of the reverse channel may be slower if it is used only for flow control of the forward channel.
Data representation
The purpose of a network is to transmit information from one computer to another. To do this, we first have to decide how to encode the data to be sent, in other words its computer representation. This will differ according to the type of data, which could be:
· Audio data
· Text data
· Graphical data
· Video data
Data
Data representation can be divided into two categories: 
1. Analog Data

2. Digital Data

The concepts of analog and digital data are simple enough. Analog data take on continuous values on some interval. For example, voice and video are continuously varying patterns of intensity. Most data collected by sensors, such as temperature and pressure, are continuous-valued. Generally, analog data are a function of time and occupy a limited frequency spectrum; such data can be represented by an electromagnetic signal occupying the same spectrum.
Digital data take on discrete values; examples are text and integers.
Data Transmission:

Analog Transmission

Analog transmission is a transmission method of conveying voice, data, image, signal or video information using a continuous signal which varies in amplitude, phase, or some other property in proportion to that of a variable. The term "analog signal" came about because the variations in the carrier waves are similar, or analogous, to that of the voice itself.

Digital Transmission
Digital Transmission is the physical transfer of data over a communication channel. Digital communications is the transfer of discrete messages. Digital data can be represented by digital signals, with a different voltage level for each of the two binary digits.

Signals
In a communications system, data are propagated from one point to another by means of electric signals. An analog signal is a continuously varying electromagnetic wave that may be propagated over a variety of media. A digital signal is a sequence of voltage pulses that may be transmitted over a wire medium; for example, a constant positive voltage level may represent binary 1, and a constant negative voltage level may represent binary 0.

Signal Impairment
Signals travel through the transmission media, which are not perfect. The imperfections cause impairment in signal. This means that the signal at the beginning and end of the medium are not same. What is sent in and what is received. There are three types of impairment usually occur. These are attenuation, distortion and noise. Attenuation means the loss of energy. When a signal, simple or composite, travels through a medium, it loses some of its energy so that it can overcome the resistance of the medium. That is why a wire carrying electrical signals gets worm, if not hot, after a while. Some of the electrical energy in signal is converted to heat. To compensate for this loss, the amplifiers are used to amplify the signal.


Distortion means that signal changes its form or shape. Distortion occurs in a composite signal that is made of different frequencies. Each signal component has its own propagation speed through a medium and, therefore its own delay in arriving at the final destination.

Noise is another problem occurred during the transmission of data. Several types of noise like thermal noise, induced noise, crosstalk, and impulse noise may corrupt the signal. Thermal noise is the random motion of electrons in a wire which creates an extra signal not originally sent by the transmitter. Induced noise comes from the sources such as motors and appliances. These devices act as a sending antenna and transmission medium acts as the receiving antenna. Crosstalk is the effect of one wire on other.

Transmission Media

The means through which data is transformed from one place to another is called transmission or communication media. There are two categories of transmission media used in computer communications.
· BOUNDED/GUIDED MEDIA
· UNBOUNDED/UNGUIDED MEDIA
1. GUIDED MEDIA:
Guided media are the physical links through which signals are confined to narrow path. These are also called guide media. Guided media are made up of an external conductor (usually copper) bounded by jacket material. Guided media are great for LABS because they offer high speed, good security and low cast. However, some time they cannot be used due distance communication. Three common types of guided media are used of the data transmission. These are

· Coaxial Cable

· Twisted Pairs Cable

· Fiber Optics Cable

COAXIAL CABLE:

Coaxial cable is very common & widely used commutation media. For example TV wire is usually coaxial.

Coaxial cable gets its name because it contains two conductors that are parallel to each other. The center conductor in the cable is usually copper. The copper can be either a solid wire or stranded martial.

Outside this central Conductor is a non-conductive material. It is usually white, plastic material used to separate the inner Conductor form the outer Conductor. The other Conductor is a fine mesh made from Copper.
Outside the copper mesh is the final protective cover.
The actual data travels through the center conductor in the cable. EMI interference is caught by outer copper mesh.
CHARACTERISTICS OF COAXIAL CABLE

· Low cost

· Easy to install

· Up to 10Mbps capacity

· Medium immunity form EMI

· Medium of attenuation

ADVANTAGES COAXIAL CABLE

· Inexpensive

· Easy to wire

· Easy to expand

· Moderate level of EMI immunity

DISADVANTAGE COAXIAL CABLE

· Single cable failure can take down an entire network

Twisted Pair Cable

The most popular network cabling is twisted pair. It is light weight, easy to install, inexpensive and support many different types of network. It also supports the speed of 100 mps. Twisted pair cabling is made of pairs of solid or stranded copper twisted along each other. The twists are done to reduce vulnerably to EMI and cross talk. The number of pairs in the cable depends on the type. There are two types of twisted pairs cabling

1. Unshielded twisted pair (UTP)
2. Shielded twisted pair (STP)
1. Unshielded twisted pair (UTP)
UTP is more common. It can be either voice grade or data grade depending on the condition. UTP cost less than STP and easily available due to its many use. There are five levels of data cabling

Category 1
These are used in telephone lines and low speed data cable.

Category 2
These cables can support up to 4 mbps implementation.

Category 3
These cable supports up to 16 mbps and are mostly used in 10 mbps.

Category 4
These are used for large distance and high speed. It can support 20mps.

Category 5
This is the highest rating for UTP cable and can support up to 100 mbps.

UTP cables consist of 2 or 4 pairs of twisted cable. Cable with 2 pair use RJ-11 connector and 4 pair cable use RJ-45 connector.

Characteristics of UTP
·  low cost

· easy to install

· High speed capacity

· High attenuation

· Effective to EMI

· 100 meter limit

Advantages of UTP
· Easy installation

· Capable of high speed for LAN

· Low cost

Disadvantages of UTP
· Short distance due to attenuation

2. Shielded twisted pair (STP)
It is similar to UTP but has a mesh shielding that’s protects it from EMI which allows for higher transmission rate.

Characteristics of STP

· Medium cost

· Easy to install

· Higher capacity than UTP

· Higher attenuation, but same as UTP

· Medium immunity from EMI

· 100 meter limit

Advantages of STP:
· Shielded

· Faster than UTP and coaxial

Disadvantages of STP:
· More expensive than UTP and coaxial

· More difficult installation

· High attenuation rate

Fiber Optics

Fiber optic cable uses electrical signals to transmit data. It uses light. In fiber optic cable light only moves in one direction for two way communication to take place a second connection must be made between the two devices. It is actually two stands of cable. Each stand is responsible for one direction of communication. A laser at one device sends pulse of light through this cable to other device. These pulses translated into “1’s” and “0’s” at the other end.

In the center of fiber cable is a glass stand or core. The light from the laser moves through this glass to the other device around the internal core is a reflective material known as CLADDING. No light escapes the glass core because of this reflective cladding.
Fiber optic cable has bandwidth more than 2 Gbps (Gigabytes per Second)
Characteristics of Fiber Optic Cable:
· Expensive

· Very hard to install

· Capable of extremely high speed

· Extremely low attenuation

· No EMI interference

Advantages of Fiber Optic Cable:
· Fast

· Low attenuation

· No EMI interference

Disadvantages Fiber Optics:
· Very costly

· Hard to install

2.  UNBOUNDED/UNGUIDED MEDIA
The type of communication media in which communication devices sends and receives data signals through air or space is called unguided media. The data is communicated in the form of wave. Unguided media provides means to transmit data signals but does not guide them along a specific path. The data signals are not bounded to a cabling media. Therefore, unguided media is also called unbounded media.

The names of unguided or unbounded media are Radio, satellite, microwave and Infrared
communication systems.

Radio

A network that uses electromagnetic radio waves operates at radio frequency and its transmissions are called RF transmissions. Each host on the network attaches to an antenna, which can both send and receive RF.

Satellites

Radio transmissions do not bend round the surface of the earth, but RF technology combined with satellites can provide long-distance connections. Figure 5 illustrates a satellite link across an ocean.

The satellite contains a transponder consisting of a radio receiver and transmitter. A ground station on one side of the ocean sends a signal to the satellite, which amplifies it and transmits the amplified signal at a different angle than it arrived at to another ground station on the other side of the ocean.

A single satellite contains multiple transponders (usually six to twelve) each using a different radio frequency, making it possible for multiple communications to proceed simultaneously. These satellites are often geostationary, i.e. they appear stationary in the sky. To achieve this, their orbit must be 22,236 miles (35,785 kilometres) high.

Microwave

Electromagnetic radiation beyond the frequency range of radio and television can be used to transport information. Microwave transmission is usually point-to-point using directional antennae with a clear path between transmitter and receiver.

Infrared

Infrared transmission is usually limited to a small area, e.g. one room, with the transmitter pointed towards the receiver. The hardware is inexpensive and does not require an antenna.

CHAPTER - 2

DATA LINK CONTROL
Flow Control: Sliding Window Flow Control
Sliding Windows is a method of flow control for transferring data over networks. TCP sends data across a network in packets and requires the receiving device to send an acknowledgement, or ACK, when it successfully has received the packet, which signals the sending device that another packet can be sent. Window size is the number of data packets that can be sent without waiting for an ACK. With the sliding window method, the receiving device can send a single acknowledgement message for multiple packets of data sent in one window. 

Error Detection

Network is responsible for transmission of data from one device to another device. The end to end transfer of data from a transmitting application to a receiving application involves many steps, each subject to error. With the error control process, we can be confident that the transmitted and received data are identical. Data can be corrupted during transmission. For reliable communication, error must be detected and corrected.
Error detection is the process of detecting the error during the transmission between the sender and the receiver.

Types of error detection are:
· Parity checking

· Cyclic Redundancy Check (CRC)

· Checksum

Redundancy
Redundancy allows a receiver to check whether received data was corrupted during transmission. So that he can request a retransmission. Redundancy is the concept of using extra bits for use in error detection.
Parity checking
Parity adds a single bit that indicates whether the number of 1 bits in the preceding data is even or odd. If a single bit is changed in transmission, the message will change parity and the error can be detected at this point. Parity checking is not very robust.
Cyclic Redundancy Check
CRC is a very efficient redundancy checking technique. It is based on binary division of the data unit, the remainder of which (CRC) is added to the data unit and sent to the receiver. The Receiver divides data unit by the same divisor. If the remainder is zero then data unit is accepted and passed up the protocol stack, otherwise it is considered as having been corrupted in transit, and the packet is dropped.

Checksum
Check sum is the third method for error detection mechanism. Checksum is used in the upper layers, while Parity checking and CRC is used in the physical layer. Checksum is also on the concept of redundancy.

Error Correction
This type of error control allows a receiver to reconstruct the original information when it has been corrupted during transmission.

Hamming Code
It is a single bit error correction method using redundant bits.

In this method redundant bits are included with the original data those bits are arrange such that different incorrect bits produce different error results, that incorrect bits can be identified. Once the bit is identified, the receiver can reverse its value and correct the error. Hamming code can be applied to any length of data unit and uses the relationships between the data and the redundancy bits.

Multiplexing
Multiplexing is a form of data transmission in which one communication channel carries several transmissions at the same time. The telephone lines that carry our daily conversations can carry thousands or even more of conversations at a time using multiplexing concept. The exact number of simultaneous transmission depends on the type of communication channel and the data transmission rate.

Economics of scale play an important role in the telephone system. It costs essentially the same amount of money to install and maintain a high-bandwidth trunk as low-bandwidth trunk between two switching officers. Consequently, telephone companies have developed elaborate schemes for multiplexing many conversations over a single physical trunk.
Accordingly, the communication channel is shared in such a way as to maximum the utilization of the channel capacity. Thus the method of dividing a single channel into many channels so that a number of independent signals may be transmitted on it is known as Multiplexing.

Multiplexing schemes can be divided into two basic categories: 

1. Frequency Division Multiplexing FDM 

2. Time Division Multiplexing TDM 

Frequency division multiplexing (FDM) is the technique used to divide the bandwidth available in a physical medium into a number of smaller independent logical channels with each channel having a small bandwidth. The method of using a number of carrier frequencies each of which is modulated by an independent speech signal is in fact frequency division multiplexing.

The following figure depicts how three voice-grade telephone channels are multiplexing using FDM. When many channels are multiplexed together, 400Hz is allocated to each channel to keep them well separated. First the voice channels are raised in frequency, each by a different amount. Then they can be combined, because no two channels how occupy the same portion of the spectrum. Notice that even though there are gaps(guard bands) between the channels, there is some overlap between adjacent channels, because the filters do not have sharp edges. This overlap means that a strong spike at the edge of one channel will be felt in the adjacent one as non-thermal noise.

Frequency-division multiplexing works best with low-speed devices. The frequency division multiplexing schemes are used around the world to some degree standardized. A wide spread standard is 12 400-Hz each voice channels ( 300Hz for user, plus two guard bands of 500Hz each) multiplexed into the 60 to 108 KHz band. Many carriers offer a 48 to 56 kbps leased line service to customers, based on the group. Other standards upto 230000 voice channels also exist.

Example: 

The allocated spectrum is about I MHz, roughly 500 to 1500 KHz. Different (stations, each operating in a portion of the spectrum. With the interchannel separation great enough to prevent interference. This system is an example of frequency division multiplexing.

Advantages of FDM

1. Here user can be added to the system by simply adding another pair of transmitter modulator and receiver demodulators. 

2. FDM system support full duplex information flow which is required by most of application. 

3. Noise problem for analog communication has lesser effect. 

Disadvantages of FDM

1. In FDM system, the initial cost is high. This may include the cable between the two ends and the associated connectors for the cable. 

2. In FDM system, a problem for one user can sometimes affect others. 

3. In FDM system, each user requires a precise carrier frequency. 

Time Division Multiplexing (TDM) is another popular method of utilizing the capacity of a physical channel effectively. Each user of the channel is allotted a small time interval during which is may transmit a message. Thus the total time available in the channel is divided and each user is allocated a time slice. In TDM, user send message sequentially one after another. Each user can, however, use the full channel bandwidth during the period he has control over the channel. The channel capacity is fully utilized in TDM by interleaving a number of messages belonging to different users into one long message. This message sent through the physical channel must be separated at the receiving end. Individual chunks of message sent by each user should be reassembled into a full message as shown 

Unfortunately, TDM can only be used for digital data multiplexing. Since local loops produce analog signals, a conversion is needed from analog to digital in the end office. Where all the individual local loops come together to be combined onto outgoing trucks.

Example: 

In some countries, the individual stations have two logical sub channels: music and advertising. These two alternate in time on the same frequency first a burst of music, then a burst of advertising, then more music and so on. This situation is time division multiplexing.

Advantages of TDM

1. It uses a single links 

2. It does not require precise carrier matching at both end of the links. 

3. Use of capacity is high. 

4. Each to expand the number of users on a system at a low cost. 

5. There is no need to include identification of the traffic stream on each packet. 

Disadvantages of TDM

1. The sensitivity to other user problem is high 

2. Initial cost is high 

3. Technical complexity is more 

4. The noise problem for analog communication has greater effect.

